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Schedule D – Exhibit 1 - Contractor’s Disaster Recovery Plan
	BIDDER INSTRUCTIONS
Contractor’s Disaster Recovery Plan is to be included as an attachment – this will be kept confidential and will not be published.

Bidder must insert below a detailed Disaster Recovery Plan that includes, but is not limited to, details how the following minimum data security areas will be handled.
· Back-up and Recovery:
· Organization policy and procedures authorizing this activity.
· The roles and responsibilities within the organization and the integration of activities with any affiliated organizations also responsible for back-up and recovery.
· Training and awareness of staff and contractors.
· The most recent back up/fail-over test date at the time of submission.
· Priority for the recovery and reconstitution of activities.
· Incident Handling:
· Organization policy and procedures authorizing this activity and covers the areas of preparation, detection and analysis, containment, eradication, reporting and recovery.
· Roles and responsibilities with the organization and affiliated organizations.
· Training and awareness of staff and contractors. 
· Description of the implementation of secure communications such as a description of software tool(s) used for tracking and documenting the incident or disaster.
· Disaster Recovery Planning:
· Identification of the organization’s business functions, recovery objectives, restoration priorities, and metrics of evaluation.
· Organization policy and procedures authorizing this activity and covers the areas of preparation, detection and analysis, containment, eradication, and recovery.
· Roles and responsibilities with the organization and affiliated organizations.
· Training and awareness practices of staff and contractors.
· The most recent disaster recovery/contingency plan test date at time of submission.
· Methods used to identify deficiencies and corrective actions from the most recent disaster/contingency plan test and the status of corrective actions. 
· Description of the implementation of secure communications such as a description of software tool(s) used for tracking and documenting the incident or disaster.
· Identification and use of alternate storage and process sites for business continuity.
· Protections and recovery planning for ransomware attacks.
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